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DETAILED ACTION 
Priority 

1 . Receipt is acknowledged of papers submitted under 35 U.S.C. 1 1 9(a)-(d), which 
papers have been placed of record in the file. 

Claim Rejections - 35 USC §112 

2. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

3. Clainn 4 Is rejected under 35 U.S.C. 112, second paragraph, as being indefinite 
for failing to particularly point out and distinctly claim the subject matter which applicant 
regards as the invention. 

4. Claim 4 recites the limitation "reception" in line 3 of claim. There is insufficient 
antecedent basis for this limitation in the claim. 

Drawings 

5. The drawings are objected to as failing to comply with 37 CFR 1 .84(p)(5) 
because they include the following reference sign(s) not mentioned in the description: 
402, 1102, and 1219. A proposed drawing correction, corrected drawings, or 
amendment to the specification to add the reference sign(s) in the description, are 
required in reply to the Office action to avoid abandonment of the application. The 
objection to the drawings will not be held in abeyance. 

6. The drawings are objected to as failing to comply with 37 CFR 1 .84(p)(5) 
because they do not include the following reference sign(s) mentioned in the 
description: 21092 (see specification page 33 line 9). A proposed drawing correction or 
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corrected drawings are required in reply to the Office action to avoid abandonment of 
the application. The objection to the drawings will not be held in abeyance. 

Claim Rejections - 35 USC § 103 

7. Claims 1-9 and 13-18 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Traw et al, US Patent 5,949,877, in view of Matsuda, US Patent 6,389,496. 

As per claims 1 and 15, Traw et al discloses communication between two 
nodes comprising of transferring data from a transmission node (see for 
example; protected content, col 8 In 47-58) through an isochronous channel on 
the IEEE 1394 bus (see for example; col 8 In 53-56) to a reception node (see for 
example; devices A and B, col 7 In 13-35 and content channel, col 8 In 31-56), a 
query on information regarding the transmission node from the reception node 
(see for example device A, col 7 In 5-36), a reply from the transmission node 
(see for example; device B, col 44-65). Traw et al further discloses that other 
handshaking protocols can also be used (see for example; col 7 In 21-25). The 
means of query, inquiry, reply, and notification between two devices are well 
known in the art of handshaking between two nodes. 

Traw et al does not explicitly teach communication between transmission 
node and a reception node on a first and second IEEE 1394 bus respectively. 
Matsuda discloses a network connection device (see for example; bridge, fig 7 
and abstract) for connecting a plurality of IEEE1394 buses (see for example, col 
8 In 55-col 9 In 12), wherein data transferred from a transmission node on a first 
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IEEE 1394 bus to a reception node on a second IEEE 1394 bus (see for 
example, col 5 In 67-col 6 In 25) using respective isochronous channels (see for 
example, col 6 In 1-25) and information is sent between the transmission node 
and the reception node using the respective prescribed packets (see for example 
fig 11-16; col 5 In 1-21 ; and col 14 In 7-44). It would have been obvious to one of 
ordinary skill in the art at the time of the applicant's invention to modify the 
teachings of Traw et al to further communicate with nodes on a different IEEE 
1 394 bus. One of ordinary skill in the art at the time of the applicant's invention 
would have been motivated to combine the teachings of Matsuda within the 
system of Traw et al because it would have increased the amount of devices that 
can be coupled to the bus through an addition of multiple busses (see for 
example Matsuda, col 4 In 1 1-56). Limiting the amount of devices connected in a 
network limits the functionality of the network. Being able to expand the amount 
of devices connected on the network will promote both the functionality and 
number of users of a network. 

As per claim 2, Traw - Matsuda discloses the claimed limitations 
described above (see claim 1 ). Traw - Matsuda further discloses information 
transfer being one of an asynchronous stream, and an asynchronous packet (see 
for example; Traw et al col 7 In 1-5; Matsuda col 5 In 1-24 and col 12 In 40-col 13 
In 7). 
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As per claim 3, Traw - Matsuda discloses the claimed limitations 
described above (see claim 1 ). Traw further discloses information identifying the 
transmission node (see for example, device certificate; col 7 In 5-12). Matsuda 
further discloses information being transferred includes information for identifying 
a plug or sub-unit of the transmission node that is to be used for transferring the 
data (see for example, col 18 In 10-45 and figs 25-26). Matsuda discloses using 
the information identifying a plug for establishing an isochronous channel (see for 
example; col 3 In 61 -col 4 In 5). One of ordinary skill in the art at the time of the 
applicant's invention would have been able to combine the information identifying 
the plug used for establishing an isochronous channel and the information 
identifying the transmission node in the reply for the purposes of establishing 
isochronous channels between the IEEE 1394 bus. 

As per claims 4 and 16, Traw - Matsuda discloses the claimed limitations 
described above (see claim 1). Traw et al further discloses the reception node 
receiving the information regarding the transmission node so as to enable the 
reception unit to carry out an authentication and key exchange procedure directly 
with the transmission node on the first IEEE 1394 bus according to the 
information regarding the transmission node that is contained in the reply (see for 
example; authentication mechanism col 4 In 37-60; and Channel Key Exchange 
col 6 In 60-col 7 In 35 and col 8 In 18-29). As for the reply notification unit, one of 
ordinary skill in the art at the time of the applicant's invention would have 
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recognized such a unit for transmitting data to and from the different nodes 
between the two IEEE 1394 buses in the combination of Traw et a! and Matsuda. 

As per claim 5, Traw - Matsuda discloses the claimed limitations 
described above (see claim 1). As for the inquiry unit making the inquiry by 
pretending that a virtual plug or sub unit of the network connection device is 
receiving the data on the first isochronous channel and the reply notification unit 
notifies the reply by pretending that a virtual plug or sub-unit of the network 
connection device is transmitting the data on the second isochronous channel, 
Traw discloses an alternative method of such inquiry and reply means, wherein 
the inquiry and reply is done before the isochronous channel is established. One 
of ordinary skill in the art at the time of the applicant's invention would have been 
able to have a design choice for such reply and inquiry means for establishing 
identification data since the applicant has not explicitly stated any other purpose 
for such reply and inquiry means and that the means disclosed by the Traw- 
Matsuda combination is just as efficient. 

As per claim 6, Traw - Matsuda discloses the claimed limitations 
described above (see claim 5). Traw - Matsuda further discloses information 
transfer being one of an asynchronous stream, and an asynchronous packet (see 
for example; Traw et al col 7 In 1-5; Matsuda col 5 In 1-24 and col 12 In 40-col 13 
In 7). 
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As per claim 7, Traw - Matsuda discloses the claimed limitations 
described above (see claim 1 ). Traw further discloses information for identifying 
the reception node (see for example, col 7 In 44-col 8 In 29) and information 
identifying the transmission node (see for example, device certificate; col 7 In 5- 
12). Matsuda further discloses information being transferred includes information 
for identifying a plug or sub-unit of the transmission node that is to be used for 
transferring the data (see for example, col 18 In 10-45 and figs 25-26). Matsuda 
discloses using the information identifying a plug for establishing an isochronous 
channel (see for example; col 3 In 61 -col 4 In 5). One of ordinary skill in the art 
at the time of the applicant's invention would have been able to combine the 
information identifying the plug used for establishing an isochronous channel and 
the information identifying the reception or transmission node in the prescribed 
packets for the purposes of establishing isochronous channels between the IEEE 
1394 bus in the combination of Traw and Matsuda. 

Traw et a! further discloses a first and second authentication and key 
exchange processing unit to carry out an authentication and key exchange 
procedure between two different nodes (see for example; col 9 In 30-37 and figs 
3-4). As for the authentication and key exchange being earned out between the 
virtual plug or sub-unit of the transmission node on the first IEEE1 394 bus and 
between the virtual plug or sub-unit of the transmission node on the second IEEE 
1394 bus, Traw discloses a means of authentication and key exchange 
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procedures are carried out using asynchronous packets (see for example, col 7 
In 1-4). Matsuda further discloses a means of communicating between two 
buses through a bridge, wherein communication is initialized using asynchronous 
packets using both node ID and the bus ID (see for example; col 5 In 1-22 and 
col 1 3 In 1 5-col 1 4 In 6). One of ordinary skill in the art at the time of the 
applicant's invention would have recognized through the combination of Traw et 
al and Matsuda an authentication and key exchange means between two nodes 
on different buses using asynchronous packets. It would have been obvious to 
one of ordinary skill in the art at the time of the applicant's invention to have a 
design choice to use a means of authentication and key exchange being carried 
out between the virtual plug or sub-unit of the transmission node on the first 
IEEE1394 bus and between the virtual plug or sub-unit of the transmission node 
on the second IEEE 1394 bus in the Traw-Matsuda combination because the 
applicant has not explicitly stated any other purpose or reason for using such 
authentication and key exchange means other than authenticate the nodes and 
exchange encryption keys and that the authentication and key exchange means 
in the Traw-Matsuda combination is just as efficient. 

As per claim 8, Traw-Matsuda discloses the claimed limitations 
described above (see claim 7). Traw further discloses an encryption key 
reception unit for receiving information regarding an encryption key related to the 
virtual plug or sub-unit (see for example; exchange the control channel 
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encryption key, col 9 In 31-39), after the authentication and key exchange 
procedure (see for example; col 8 In 1 8-29). Traw further discloses an 
encryption key transfer unit configured to transfer the information regarding the 
encryption key to the reception node (see for example; col 9 In 31-36) after the 
authentication and key exchange procedure (see for example; col 8 In 18-29). 
As for the first and second IEEE 1394 buses, Matsuda et al discloses the 
network connection device (bridge) for communicating between two buses as 
described above (see claim 1 ). One of ordinary skill in the art at the time of the 
applicant's invention would have recognized through the combination of Traw et 
al and Matsuda an authentication and key exchange means between two nodes 
on different buses using asynchronous packets. It would have been obvious to 
one of ordinary skill in the art at the time of the applicant's invention to have a 
design choice to use a means of transfer and reception of encryption key related 
information by receiving the information after the authentication and key 
exchange procedure by the first authentication and key exchange procedure unit 
is completed and transferring means after at least part of the authentication and 
key exchange procedure by the second authentication and key exchange unit is 
completed in the Traw-Matsuda combination because the applicant has not 
explicitly stated any other purpose or reason for using such receiving and 
transferring means other than for transferring the information related to the key 
from a transmission node to a reception node and that the transferring means in 
the Traw-Matsuda combination is just as efficient. 
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As per claim 9, Traw- Matsuda discloses the claimed limitations 
described above (see claim 1 ). Matsuda et al further discloses a memory unit 
(see for example; col 9 In 16-25) to store a correspondence among an for 
identifying the first isochronous channel, an information for identifying the 
transmission node, and an information for identifying the second isochronous 
channel (see for example col 10 In 6-50), wherein the inquiry unit makes the 
inquiry to the transmission node as determined by referring to the 
correspondence stored in the memory unit, according to the information for 
identifying the second isochronous channel (see for example; col 15 In 60-col16- 
In26). As for the information for identifying the second isochronous channel that 
is contained in the query received by the query reception unit, Matsuda discloses 
an alternative method of controlling inquiry by using an isochronous resource 
manager and a bridge manager (see for example figs 22 and 25; also col 18 In 6- 
53). It would have been obvious to one of ordinary skill in the art at the time of 
the applicant's invention to have a design choice in controlling inquiry 
transmissions according to the information for identifying the second isochronous 
channel that is contained in the query received by the query reception unit 
because the applicant has not explicitly stated the an other purpose or reason for 
such controlling means other than for transmission of packets between buses 
and that the means as described by the Traw-Matsuda combination is just as 
efficient. 
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As per claim 13, Traw et al discloses a communication device (see for 
example col 3 In 25-24) connected to a IEEE 1394 bus (see for example col 3 In 
25-34) for receiving data through a network from a transmission node (see for 
example col 3 In 25-34 and col 8 In 31-57) comprising receiving information 
through an isochronous channel on the IEEE 1394 bus (see for example; col 8 In 
53-56) a query on information regarding the transmission node (see for example 
device A, col 7 In 5-36), a reply from the communication device from an inquiry 
(see for example; device B, col 44-65). Traw et al further discloses that other 
handshaking protocols can also be used (see for example; col 7 In 21-25). The 
means of query, inquiry, reply, and notification between two devices are well 
known in the art of handshaking between two nodes. Traw et al further discloses 
an authentication and key exchange processing unit configured to carry out an 
authentication and key exchange procedure directly with the transmission node 
(see for example col 9 In 31-39). 

Traw et al does not explicitly teach a network connection device 
connected on a first IEEE 1394 bus communicating between a communication 
device on the first IEEE 1394 bus and a transmission node on a second IEEE 
1394 bus. Matsuda discloses a network connection device (see for example; 
bridge, fig 7 and abstract) for connecting a plurality of IEEE1394 buses (see for 
example, col 8 In 55-col 9 In 12), wherein data transferred from a transmission 
node on a second IEEE 1394 bus to a communication device on the first IEEE 
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1394 bus (see for example, col 5 In 67-col 6 In 25) using respective isochronous 
channels (see for example, col 6 In 1-25) and information is sent between the 
transmission node and the reception node using the respective prescribed 
packets (see for example fig 11-16; col 5 In 1-21; and col 14 In 7-44). It would 
have been obvious to one of ordinary skill in the art at the time of the applicant's 
invention to modify the teachings of Traw et al to further communicate with nodes 
on a different IEEE 1394 bus through a network connection device (bridge). One 
of ordinary skill in the art at the time of the applicant's invention would have been 
motivated to combine the teachings of Matsuda within the system of Traw et al 
because it would have increased the amount of devices that can be coupled to 
the bus through an addition of multiple busses (see for example Matsuda, col 4 In 
1 1-56). Limiting the amount of devices connected in a network limits the 
functionality of the network. Being able to expand the amount of devices 
connected on the network will promote both the functionality and number of users 
of a network. 

As per claim 14, Traw - Matsuda discloses the claimed limitations 
described above (see claim 13). Traw et al further discloses a reply that contains 
the information regarding the transmission node (see for example; device 
certificate, col 7 In 5-65) and the authentication and key exchange processing 
unit carries out the authentication and key procedure according to the information 
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regarding the transmission node that is contained in the reply (see for example, 
col 8 In 1 1-29 and col 9 In 30-39). 



As for claim 17, Traw - Matsuda discloses the claimed limitations 
described above (see claim 15). Traw further discloses information for 
identifying the reception node (see for example, col 7 In 44-col 8 In 29) and 
information identifying the transmission node (see for example, device certificate; 
col 7 In 5-12). Matsuda further discloses information being transferred includes 
information for identifying a plug or sub-unit of the transmission node that is to be 
used for transferring the data (see for example, col 18 In 10-45 and figs 25-26). 
Matsuda discloses using the information identifying a plug for establishing an 
isochronous channel (see for example; col 3 In 61 -col 4 In 5). One of ordinary 
skill in the art at the time of the applicant's invention would have been able to 
combine the information identifying the plug used for establishing an isochronous 
channel and the information identifying the reception or transmission node in the 
prescribed packets for the purposes of establishing isochronous channels 
between the IEEE 1394 bus in the combination of Traw and Matsuda. 

Traw further discloses information identifying the transmission node (see 
for example, device certificate; col 7 In 5-12). Matsuda further discloses 
information being transferred includes information for identifying a plug or sub- 
unit of the transmission node that is to be used for transferring the data (see for 
example, col 18 In 10-45 and figs 25-26). Matsuda discloses using the 
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information identifying a plug for establishing an isochronous channel (see for 
example; col 3 In 61-col 4 In 5). One of ordinary skill in the art at the time of the 
applicant's invention would have been able to combine the information identifying 
the plug used for establishing an isochronous channel and the information 
identifying the transmission node in the reply for the purposes of establishing 
isochronous channels between the IEEE 1394 bus. 

As for the inquiry unit making the inquiry by pretending that a virtual plug 
or sub unit of the network connection device is receiving the data on the first 
isochronous channel and the reply notification unit notifies the reply by 
pretending that a virtual plug or sub-unit of the network connection device is 
transmitting the data on the second isochronous channel, Traw discloses an 
alternative method of such inquiry and reply means, wherein the inquiry and reply 
is done before the isochronous channel is established. One of ordinary skill in 
the art at the time of the applicant's invention would have been able to have a 
design choice for such reply and inquiry means for establishing identification data 
since the applicant has not explicitly stated any other purpose for such reply and 
inquiry means and that the means disclosed by the Traw-Matsuda combination is 
just as efficient. 



As per claim 18, Traw - Matsuda discloses the claimed limitations 
described above (see claim 1 5). Traw et a! further discloses a first and second 
authentication and key exchange processing unit to carry out an authentication 
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and key exchange procedure between two different nodes (see for example; col 
9 In 30-37 and figs 3-4). As for the authentication and key exchange being 
carried out between the virtual plug or sub-unit of the transmission node on the 
first IEEE1394 bus and between the virtual plug or sub-unit of the transmission 
node on the second IEEE 1394 bus, Traw discloses a means of authentication 
and key exchange procedures are carried out using asynchronous packets (see 
for example, col 7 In 1-4). Matsuda further discloses a means of communicating 
between two buses through a bridge, wherein communication is initialized using 
asynchronous packets using both node ID and the bus ID (see for example; col 5 
In 1-22 and col 13 In 15-col 14 In 6). One of ordinary skill in the art at the time of 
the applicant's invention would have recognized through the combination of Traw 
et al and Matsuda an authentication and key exchange means between two 
nodes on different buses using asynchronous packets. It would have been 
obvious to one of ordinary skill in the art at the time of the applicant's invention to 
have a design choice to use a means of authentication and key exchange being 
carried out between the virtual plug or sub-unit of the transmission node on the 
first IEEE1394 bus and between the virtual plug or sub-unit of the transmission 
node on the second IEEE 1394 bus in the Traw-Matsuda combination because 
the applicant has not explicitly stated any other purpose or reason for using such 
authentication and key exchange means other than authenticate the nodes and 
exchange encryption keys and that the authentication and key exchange means 
in the Traw-Matsuda combination is just as efficient. 
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8. Claims 10-12 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Traw et al. US Patent 5,949,877 in view of Nomura, US Patent 6,115,392. 

As per claim 10, Traw et al discloses communication between two nodes 
comprising of transferring data from a transmission node (see for example; 
protected content, col 8 In 47-58) to a reception node (see for example; devices 
A and B, col 7 In 13-35 and content channel, col 8 In 31-56), a query on 
information regarding the transmission node from the reception node (see for 
example device A, col 7 In 5-36), a reply from the transmission node (see for 
example; device B, col 44-65), an authentication request (see for example col 7 
In 5-36), an encryption key exchange (see for example col 8 In 18-29), and 
information being transferred through prescribed channels (col 8 In 31-56). Traw 
et al further discloses that other handshaking protocols can also be used (see for 
example; col 7 In 21-25). The means of query, inquiry, reply, and notification 
between two devices are well known in the art of handshaking between two 
nodes. 

Traw et al further discloses a network supporting use of one or more 
encryption keys for transmission an/or reception of encrypted data between 
nodes (see for example, col 3 In 25-64). Traw et al does not explicitly teach 
communication between transmission node and a reception node between two 
networks. Nomura discloses a method of connecting two networks (see fig 4) 
wherein information is transferred from receiving data from a node connected on 
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the first network (see for example; fig 4 and col 5 In 5-35) and transferring the 
data received by the data reception unit to a node connected on the second 
network through the prescribed channel on the second network (see for example, 
fig 4 and col 5 In 19-44). Traw et al further discloses that the data can be 
transferred between any forms of communication links (see col 12 In 1-12). 
Furthermore, the means of transmitting from one node in one network to another 
node of a different network through different channels are well known in the art 
(for example transmitting between a local area network and a wide area 
network). It would have been obvious to one of ordinary skill in the art to 
combine the teachings of Nomura et al within the system of Traw et al because it 
would have provided broadcasting to multiple terminals across different networks 
while implementing content protection with authentication and key exchange. In 
the art of broadcasting media, it is important to be able to reach a vast amount of 
terminals through different networks while providing content protection between 
the nodes. 

As per claim 1 1 , Traw-Nomura discloses the claimed limitations described 
above (see claim 1). Traw further discloses transmitting the encryption key 
information regarding an encryption key for the specific data to be transferred to 
a specific channel (see for example; control channel key, col 8 In 1 1-29). 
Nomura further discloses an inquiry for identifying a specific channel by which 
said one node is receiving (see for example, col 11 In 6-20 and col 16 In 51-64) 
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and a reply to the inquiry (see for example, col 1 1 In 5-62). One of ordinary skill 
in the art at the time of the applicant's invention would have realized that the 
encryption key would be transferred to the specific channel on the second 
network as specified by information contained in the reply received by the reply 
reception unit in the Traw-Nomura combination. 

As per claim 12, Traw - Nomura discloses the claimed limitations 
described above (see claim 1 ). Traw et al further discloses a first and second 
authentication and key exchange processing unit to carry out an authentication 
and key exchange procedure between said another node and said node (see for 
example; col 9 In 30-37 and figs 3-4). 

Conclusion 

9. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

US Patent 6,519,671 to Kondou et al discloses a method of connecting IEEE 

1394 buses. 

Intel, Platform Solutions online news for the hardware developer, discloses a 

method of content protection using key exchange between nodes. 

Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to Allen S. Wu whose telephone number is 703-305-0708. 

The examiner can normally be reached on Monday-Friday 9am-5pm. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Vu can be reached on 703-305-4393. The fax phone number for the 
organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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